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Introduction to DAGS

*The first KEM using quasi-dyadic approach for
Generalized Srivastava codes

* Achieve IND-CCA security by applying recent framework
in Hofheinz et al.

» “Shortish” public and private keys

" Relatively efficient encapsulation and decapsulation
algorithm



DAGS Sizes

Parameter Set Public Key Size | Private Key Size | Ciphertext Size
(in bytes) (in bytes) (in bytes)
552

DAGS_1 6,760 2,496
- DAGS_3 8,448 3,648 944

- DAGS_5 11,616 6,336 1,616



DAGS Key Encapsulation Mechanism

Alice Bob

KEM.KeyGen > (sk,pk)

>

KEM.Encaps(pk) - (K,C)

KEM.Decaps(sk) > K

Shared Key := K



Design Methodology

" Optimization for speed
= Minimum latency
= Maximum number of operations per second

" Key generation performed externally, e.g., in software
*No countermeasures against side-channel attacks
" Full compliance with the latest DAGS specification

»Single module for both Encapsulation and Decapsulation



GMU Hardware API

PDI
Public Data Input
Ports

SDI
Secret Data Input
Ports

RDI
Random Data Input
Ports

cllk rst
clk rst
w w
— pdi_data pdo_data ——p
— pdi_valid pdo_valid —
4— pdi_ready PQC pdo_ready 4——
swi swo
—)| sdi_data sdo_data ——p
— sdi_valid sdo_valid —p
4—— sdi_ready sdo_ready ¢——
rw
— rdi_data mem_addr -32{/’)
— rdi_valid mem_do "7 v’
4—— rdi_ready mem_di ‘.’“‘\Xlﬁ{w
mem_wr F-~=-9
status_ready ===}

PDO
Public Data Output
Ports

SDO
Secret Data Output
Ports

MEM
Memory
Ports

seg_1 = Pub Key
Instruction = ENCAP
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seg_0_header

seg_0 = Ciphertext

Status

(PDO)

(PDI) seg_0_header
seg_0 = Shared Secret
(SDO)
Rand |
(RDI) )
Encapsulation
.56 0 header i
{__seg 0=SysParam___:
| Instruction = LDPRIVKEY |
i seg_1_header |
- seg_1 = Pub Key i
Instruction = DECAP
Status |
seg_2 header
seg_2 = Ciphertext (PDO)

(PDI)

seg_0_header
seg_0 = Priv Key

(SDI)

Decapsulation

seg_0_header

seg_0 = Shared Secret

(SDO)




Design Methodology

= Language: VHDL

» Approach: Manual design based on specification &
reference software implementation

"Verification: Simulation using test vectors generated
using reference software implementation

» Simulator: Vivado Simulator
» Synthesis & Implementation: Vivado ver.2017.2

= Target:
FPGA Family: Xilinx Kintex-7 UltraSCALE
Device: XCKU@35-FFVA11l56
Technology: 20nm CMOS

" FPGA Tool Option Optimization: Minerva (developed by GMU)
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DAGS parameters
—-mm

Code length 1216 2112
k Code dimension 512 704
W Number of errors 176 352
1 Shared secret length 64 64
K, Base Field/ Subfield Fe F,e

Fom Extension Field Fj12 Fji2



Multiplication in Extension Field

" Reduce extension field multiplication to base field
multiplication

p,q € GF(2'%),a4, by, a,, bye GF(2°)
p =a1x + by
q =a,x + b,

pxq = (ayx + by)(ayx + by) mod x? + a®x + a®® =
= x(a,a,a% + a;b; + azby) + a,a,a%° + by b,

65 _

a Y : a primitive element in base field



Multiplication in Extension Field
u p)(q = X(a1a2a65 + a1b2 + azbl) + a1a2a65 + blbz

Resources used:

4 MUL, 1 CMUL, 3 ADD
Critical path:

1 MUL + 1 CMUL + 1 ADD
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Direct Inversion in Extension Field

* Direct_inversion: reduces extension field inversion to
subfield inversion.

p; q € GF(le)) al; bl, az ) sz GF(26)
1

q=Dp

p=a,x+ by
q =a,x+ b,

pxq = (a;x + by)(ayx + b,) mod x? + a®®x + a®> =1

~1
a, = a, (a65af + by (a®a; + bl))

-1
Lbz = (“65611 + bl) (0(6561% + bl(a65a1 + bl))
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Direct Inversion in Extension Field

_1
a, = a, (a65a% + by (a®a; + bl))

~1
b, = (a®®a; + b,) (a65a% + by (a®aq + bl))

ap

.~ Resources used:
s g 1 INV, 3 MUL, 1 CMUL, 2 ADD
;2 Critical path:
1 CMUL + 1 ADD +1 MUL
+ 1 ADD + 1 INV + 1 MUL
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Encapsulation

RAND
m 1k’
Lk K’ K {k
K G H
{l bytes T /‘/ k K
Shared k?? o 1K
Key A 4
Error Gen
k e 1/n
ub — ya
G?P " "
n+k’

1216 2112
512 704
43 43
469 661
176 352
64 64

SHA-3 Extendable
Output Function

SHA3-512 hash
function
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Generator Matrix GPuP
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Dyadic
Matrix

Dyadic
Matrix

14



GP*b generator

row_num E L L
——~—LbIME [ L5 ME | 'S ME | 000 5 ME

.....................................................................

s 95 26 ME: Matrix Expander

k 512 704 15



Dyadic Matrix Example

16

S[o] S[1] s[z] S[3] S[4] SI5] Slel S[7]
S[1] S[0] S[3] S[2] S[5] S[4] S[7] S[6]
s[2] SI3] s[o] S[1] sle] S[7] S[4] S[5]
S[3] S12] s[1] S[o] S[7] Sie] S[5] S[4]

s[41 S[s] slel S17] s[o] S[1] S[2] S[3]

S[51 S[4] sl7] sle] s[1] S[o] S[3] S[2]

Sl6] S[7] S[4] S[4] S[2] S[3] S[0] S[1]

1S[7] S[6] SI5] S[5] S[3] S[2] S[1] S[O].




Dyadic Matrix Expander Example

P

~ =

[ [@l| | In: {slol.s[1]s[2],5[3],5[4], (5], S[6]. S[7]}
T  out: {S[2],S[3],5[0],S[1],S[6],S[7],S[4],S[5]}




Error

n bytes

o rl—Q

Q

Generation

i=k=0
totalError =0

%:0

F

k + +

position = o'[k + 1] + (0'[k] < 4)

e[position] # 0

e[position] = ¢'[i]

i+ +,totalError + +

n 1216 2112
k’ 43 43
W 176 352
L SHA-3 Extendable

Output Function
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Error Generator

<4

12

12

%n

12

A 4

addr

din

e
memory

dout
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Extendable-Output Function

SHAKE: based on Keccak hash function
Generalization of a cryptographic hash function with

arbitrary output length.
Modified Basic Iterative with Padding Design from GMU.

clk rst w bits

|| . =

ck  rst last=1 | msg_len_ap
msg_len_bp

SHA core

—f— din dout —f—r

—— src_ready dst_ready pe— message

+«—— Src_read dst_write —w1,
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Decapsulation

Ciphertext Private Key
C = (ch) Y, \'}
n+k’ n
K’ n Alternant
Form
d Parity check
\ Matrix H’
N7 []
»  Decoder =e" p’ =P d
T
n n
uGPub e
v
K {n-k Ch}eck
wt(e’) = w Successful
Decapsulation
k“{
p' Yy k” A k* K
G H K
{ '
k
v d Shared
l K2 Key
A
pu Error Gen

n 1216 2112

k 512 704

k’ 43 43

k’? 469 661

W 176 352

1 64 64
G, H SHA-3 Extendable
Output Function

K SHA3-512 hash

function
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Alternant Decoding

*»Calculate syndrome polynomial S(z) from ciphertext and
2 vectors (YandV) from private key

" Apply Extended Euclidean Algorithm to solve key
equation, get d(z), w(2)

= Evaluate o(z) to get error position
" Evaluate w(z) to get error value
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Private Key

*Y=[Yo y1 Y2 - Yn-1l

°V=[v0 V1 Uy .. Un_l]
/ 1 1 1 \ Yo 0 .. 0 \
Vg V1 T = 0 Vi e 0
*H' = vE v w ViiIxl0o o .. O
\vgt_l 3t~ v;‘{t_]l/ \O 0 .. )’n—1/
| DAGS3 | DAGS5
n 1216 2112
S 25 26



Syndrome Calculation

1 1 1 Yo O
«S=H'Xc= vg v . Vi |xlo o
p3t—t pst-l vt 0 0
n-—1
So 2i=g YiCi \
n—1

°1 2i=o YiCi Vi

o = S — n-—1 2

S ? i=0 YiCi Vi

S t—1 \ n—-1 . St—l/
S i—0 YiCi V;

¢ S(x) = 5gp_ 125 4 554,252 + L+ 5,22 + 512+ 5,



Syndrome Calculation

n-—-1
i=0 YiCi

So
n—1
51 i=0 YiCiVi
"S=| 52 = o yici vf
Sgt—1 n—1 . st—1
S i=0 YiCi V;
S _— — | | DAGS_3 | DAGS5 |
Y12 x n A 12xn ¥ 12xn 12xn n 1216 2112
y
~— — s P 78
¥ 12 xn 12xn
t 11 11
X
A 12xn
> PiZ.ViCiVij
12xn
-1
Z?:o Pi
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Solving key equation

" Find
»= g(z): error locator polynominal
= w(z): error evaluator polynomial

= Key Equation: r(z) = S(z)xu(z) mod z5t
with deg(r(z)) < S;t and deg(u(z)) < %t—l with S;t= W
»Calculate o(z) =6%xr(z) and w'(z) = dxu(z)
with 6 =r(0) =

W 176 352
S 2° 28

t 11 11
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Extended Euclidean Algorithm
_

r_,(x) = z5¢ u_ z(z)—O
-1 g (x )_m r_1(z) = S(2) _1(z) =1
0 q0(2) 10(2) uy(2)
_ri—1(2)
- ql (Z) - T (Z)

*17141(2) = 1121(2) + q;(2)13(2)
"Uu;i11(2) = uj—1(2) + q;(2)u;(2)
= Termination:

deg(ri_1(z)) = S;t and deg(r;i(z)) < %—1 with %:
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Polynomial Division

z% S(z) » A=deg(r;_1(2)) — deg(r;(2))
-1
\l_/ i% " t(z) = ldcoeff(ri_l(Z))xldcoeff(ri(z)) XA
12 (st+1) 4 12 % (st+1) 4 " ri—l(z) = ri—l(Z) + Ti(Z)Xt(Z)
> 1i-1(2) > Ti(2)
iﬂ ldcoeff(ri-4(z)) X ldcoeff(r,—(z))_l
12 (st+1) 12{
€7 DEG >E|_> - << deg(ri-1(2)) - deg(ri(2)) <<
12 12 log(st+1)
7 1 12 x (st+1) i
12 |
X [&—F i iq— INV +
12 M 1dcoef f(ri-1(2)) x ldcoeff(ri(z)) " 12 (st+1)f 12 x (st+1)
X S qi(2)
12 x (st+1) —/}/ 12 x (st+1)

4

12 x (st+1)




Polynomial Multiplication

0 1
. i%
12 x (st+1) 12 x (st+1)
> u;i—1(2) > u;(2)
[ l
> qi(2) CNT
12 x (st+1) £ log(st+1)
DEG |—~X—P—»] == |»
log(st+1)
67 <
124 12 x (st+1)
y
12 x (st+1)

4

/A 12 x (st+1)

"u;_1(2) = uj_1(2) +uy(2)xq; jx2’
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Polynomial Evaluation - Root Finding

= Apply Chien search to evaluate o(x) and w(x)
0(z) =09+ 012 + 022% + ...+ 05252
a(oz") =0y + oy(at) + oy (a))? + ..+ ast/z(a‘)“/z

= Yiot Yi1 Tt Yi2 + .t Vist/2

O'(C(i+1) = g, + al(ai“) 1 O'Z(C(i+1)2 o+ Ust/z(ai+1)st/2
= gp+oadta +oy(a)’a? + ..+ ogp(at)St2ast/?

=Yio+ viia +vyi:a® + ---+yi,st/2a5t/2
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Polynomial Evaluation - Root Finding

= Chien search

> o(z)
A 12 x (st/2 +1) 12 x (st/2 +1)
y
N -~ [a® al,a?, ..., ast/?]
A 12 x (st/2 +1) { 12 x (st/2 +1)
A 12 x (st/2 +1)
> Yi € [F;t,,/,2+1

//

12 x (st/2 +1)

h 4

Zfio Yij

l

o(a') y




Get Error Position and Value

* Error locator polynomial:
st/2

o = | |a -2
i=1
 Evaluate error evaluator polynomial and get error value:

w(Vi ) (iandji 0 to st /2
Y;X Hjii(l —VjXVl-_l) tanda jin Tange( 0S / ))

ErrVal; =
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Tentative Result for DAGS 3
| softwre |  Hardware | Speed Up _

Encapsulation 3,660,663 ns 78,318 ns xX46.7
(8,419,526 cycles) (3,446 cycles)
Decapsulation 30,784,052 ns 1,034,085 ns X 29.7

(70,803,320 cycles) (45,810 cycles )

= Software: Processor x64 Intel core i5-5300U@2.30GHz
with 16GiB of RAM compiled with GCC version
6.3.020170516

* Hardware: maximum frequency 43.2 MHz.
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Timing Analysis of Encapsulation

Matrix Matrix Error Extendable
0 Generator Multiplier Generator Output Function
| | |
|

213
621 '
673 Shared Key
I
I
I
I
I
1781 :
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
I I I
3446 o | |
: : Ciphqrtext :
I I I I
v v v \ 4 v



Timing Analysis of Decapsulation

// Syndrome‘
\_Calculation /

\ /solving Key\\ (/ \\\‘//Compute Error

\_ Equation / \ Error Position / \

N e

Extendable \\ /" Error \

~
| |

7// \Output Functigg/ \_ Generator /

452
3268

7464

42364

76.1 %

43001

45810

Share)

Key

\4

Cycles

Decoding Status
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Implementation Results DAGS 3
-_

DAGS 3 189,213 (70.3%) 99,210 (16.0%)
LTS | FFs | Block Rams
Encoder/Decoder 142,724 65,002
Error Gen 17,069 17,058 1

Matrix Gen 20,453 4,399 (%]
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Conclusions

*First hardware implementation of DAGS scheme
" Fully compliant with the PQC Hardware API

* Hardware vs Software speed up of 46.7 times for
encapsulation and 29.7 times for decapsulation

* Needs improvement in maximum clock frequency and area
* Needs to be constant-time
*QOur VHDL code will soon be made available as open-source
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Thank you!

Questions?



